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Introduction 

 The term data colonialism has emerged in recent years to describe 
how private tech companies extract data at large scale from populations in 
low and middle income countries (LMICs)† and use it to drive profits.1,2,3,4 

Data colonialism’s two most frequently discussed characteristics are: one, 
the peoples, communities, and nations who provided data have little to no 
say in how it is collected or used, and two, they rarely reap its benefits. 
“Data is the new oil” is a common refrain.5 As companies and organizations 
in the tech sector and beyond increasingly rely on data to drive their most 
essential functions, the parallels to colonialist resource extraction and 
exploitation become starker.  
 Global health is also reckoning with colonialist legacies as 
movements to decolonize global health gain traction.6 Within academic 
institutions and non-governmental organizations (NGOs), there is 
increasing scrutiny of how colonial histories shape institutional processes, 
curricula, and funding.7,8,9  Like data colonialism conversations in tech, 
there is a recurring refrain: under the current system, both decision-making 
power and benefits are concentrated within high-income country (HIC) 
institutions.  
 These two threads converge in questions about how to govern global 
health research data. Who gets to make decisions about how data is 
collected and used? Who benefits from data? To adapt an apt analogy from 
colleagues in South Africa, “if data is the new oil, [data governance] is the 
new climate change.” They go on to define data governance as “the 
different organising, decision-making, and accountability processes utilised 
by organisations, companies, local and national governments, and global 
entities to manage, control, share and exercise power over data.”5 Data 
governance is closely intertwined with data management, information 
security, regulatory and legal compliance, analysis and interpretation, and 
† While this report uses the terms HIC and LMIC throughout, we acknowledge there are shortcomings 
and harms inherent in many of the artificial dichotomies global health uses to describe countries.65 
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funding streams, though these other domains often receive far more 
attention.  
 This landscape analysis reviews existing resources about global 
health research data governance, as well as resources from other fields that 
might inform approaches to this topic. It is organized into sections that 
consider data governance rights and impacts by stakeholder group. The 
appendix briefly summarizes principles and frameworks that have been 
applied to the topic.  
 This analysis was prepared as part of the Duke Global Health 
Institute’s (DGHI) Data Governance Initiative. It serves two purposes: to 
increase awareness of the structural dynamics surrounding global health 
data governance and how these impact day-to-day research, and to 
introduce resources for shifting governance practices in alignment with 
efforts towards decolonization. 

• Data colonialism4 : When one entity (company, non-profit, donor, government, social 
enterprise) claims ownership of data that is produced by others or for others, and 
also takes most of the value of that data. 

 
• An alternate definition of data colonialism focuses on the rise of big data and 

individual privacy rights. This definition is used in literature on big data, AI, and 
surveillance.10  

 
• Data equity11 : the consideration, through an equity lens, of the ways in which data is 

collected, analyzed, interpreted, and distributed.  
 
• Data governance5 : the different organising, decision-making, and accountability pro-

cesses utilised by organisations, companies, local and national governments, and 
global entities to manage, control, share and exercise power over data.  

 
• Data sovereignty12 : the control of data flows via national jurisdiction. 
 
• Data subjects13: persons to who data refer  

Definitions 
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Data Governance: Rights and Impacts 

 At a Skoll Foundation conference in 2021, Nexleaf Analytics co-
founder and CEO Nithya Ramanathan gave a talk on decolonizing data in 
which she defined data colonialism and described how to spot it in prac-
tice.4 Her points can be simplified into the categories of rights and impacts: 
 

1. Rights: data ownership, access, and uses; how decisions are made 
about data 

2. Impacts: to whom do positive benefits (financial, intellectual, and 
operational) accrue, and who might experience negative impacts; 
how decisions are made with data 

 
This analysis considers the rights and im-
pacts at play in global health research data 
governance, organized into subsections by 
stakeholder. Stakeholders discussed below 
include researchers, data subjects, funders, 
nations, and communities. A given research 
project will almost certainly involve stake-
holders beyond these (see Figure A). This 
landscape analysis focuses on those stake-
holders most often discussed. 
 
 Defining data.  
 It has been noted that conversations 
between stakeholders about data governance 
are often frustrated by a definitional deficit. 
One 2022 report found that “references to 
‘data’... are usually generic and lack a con-
sistent definition or even a shared terminol- Figure A. Stakeholders in the African data shar-

ing ecosystem. (From Abebe, R., et al. 2021.) 
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ogy. …[D]ata could refer to quantitative or qualitative, numbers or narra-
tives, personal or nonpersonal, sensitive or non-sensitive, group or individ-
ual, financial, audit or compliance, organisational human resources or ben-
eficiary, situational or contextual reporting, programme-related, as well as 
indicator data, either aggregated or disaggregated.”14 Data may exist in for-
mats beyond electronic tabular files, such as paper records, biological sam-

ples, genetic data, audio or video recordings, transcripts, medical or elec-
tronic device readings, and so on. Clear and shared definitions are essential 
in conversations about data governance because data ownership, access, 
and uses may vary greatly depending on the data in question. For example, 

• “Decolonizing data” with Nithya Ramanathan at the 2021 Skoll World Forum [video 
recording]. This talk is a succinct, approachable introduction to the realities of global 
health data governance. 

 
• Narratives and counternarratives on data sharing in Africa, by Abebe et al (2021). This 

paper uses fictitious vignettes to illuminate the complexities African researchers face 
navigating the data sharing landscape.   

 
• A Toolkit for Centering Racial Equity Throughout Data Integration, by Hawn Nelson et 

al (2019). This resource emphasizes equity throughout the data lifecycle. Though 
written for US-based research, its approaches generalizes to global contexts where 
other structural imbalances exist. 

 
• Indigenous Data Sovereignty: Toward an agenda, edited by Kukutai and Taylor (2016). 

This book is considered a seminal work on indigenous data rights, a movement that 
heavily informs discussions of global data rights more broadly.  

 
• Responsible Data Governance for M&E in Africa. Part 1: Overview of Data Govern-

ance , by CLEAR-AA and MERL Tech (2021). This white paper approaches data gov-
ernance through a legal lens, paying special consideration to data privacy. It also sur-
veys existing legal and regulatory mechanisms in the African context.  

Further “Reading” 

https://skoll.org/session/skoll-world-forum-2021/decolonizing-data/
https://dl.acm.org/doi/10.1145/3442188.3445897
https://aisp.upenn.edu/centering-equity/
https://press.anu.edu.au/publications/series/caepr/indigenous-data-sovereignty
https://www.im-portal.org/help-library/responsible-data-governance-for-me-in-africa-part-1-overview-of-data-governance
https://www.im-portal.org/help-library/responsible-data-governance-for-me-in-africa-part-1-overview-of-data-governance
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there are different factors impacting access to a dataset containing identifi-
ers and a de-identified or anonymized version of the same dataset.  
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Researchers 

 Perhaps the most widely understood model of researcher rights is 
that the researcher generating primary data is its initial owner. Researcher 
rights fall within the domain of intellectual property law, specifically trade 
secrets and copyrights. Most primary research data can be considered a 
trade secret. “…According to international standards, national laws treat in-
formation as a trade secret if it derives economic value from not being gen-
erally known or readily ascertainable, so long as the information has been 
subject to reasonable measures to keep it secret.”15 The ability to keep pri-
mary data a trade secret is integral to academic publication and grant-
writing, two core determinants of career success. Copyright law applies in a 
more nuanced way, and generally when a researcher seeks to assert “rights 
of control” over how data is distributed.15  
 Complications emerge when the researcher is an employee because 
“[e]mployers generally own trade secrets that are developed by their em-
ployees within the scope of their employment.”15 Whether employer owner-
ship applies to academic research in the same way it applies in private sec-
tors is a topic of some debate.16 In practice, institutions settle this question 
most often in intellectual property policies. A rising number of HIC aca-
demic institutions assert institutional ownership through research data 
policies.17,18,19 The Research Data Policy proposed by Duke in 2021 took this 
approach, though no final policy has yet been announced.20 Guidance from 
the US Department of Health & Human Services supports such institution-
al assertions of data ownership.21 
 Questions of ownership are further complicated when more than one 
researcher and institution are involved. They become especially difficult in 
international research because intellectual property laws vary across bor-
ders. Intellectual property rights might be explicitly recognized, implicitly 
recognized, or not addressed at all within the various contracts, terms and 
conditions, and regulatory documentation that govern a research project.  
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Individuals 

 The principles underpinning modern individual data rights can be 
loosely summarized as: individuals should have a choice whether to provide 
their data, that choice should be informed by an understanding of how 
their data will be used, and the entities receiving their data should not uni-
laterally change how data is used after the individual agrees to provide it. A 
report from the Data Futures Partnership in New Zealand outlines eight 

key questions individual data 
subjects have and how organi-
zations can address them (see 
Figure B).22  
 
Informed Consent.  
 Individual data subjects 
(study participants) also have 
rights related to research data 
governance. The right to in-
formed consent has been a 
cornerstone of clinical re-
search ethics since the Bel-
mont Report. Informed con-
sent practices are coming un-
der increasing scrutiny, espe-
cially when collecting data 
from vulnerable or marginal-
ized populations. They are 
based on a presupposition of 

agency—a potential data sub-
ject can always decide not to provide their data and suffer no deleterious 
effects. This may not hold true in practice, such as when receipt of services 
is, or is perceived to be, conditional on provision of personal data.            

Figure B. Transparent data use dial. (From Data Future Partnership, 
2017) 
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“[B]ecause data has become the cornerstone of public health action and 
clinical care decision-making, in this evidence-based era the onus is on in-
dividuals to disclose information prior to being served. This practice subtly 
transforms a care process into a transaction contingent upon data acquisi-
tion, which at worst introduces coercive and extractive practices into the 
care necessary to serve clients' vital needs.”23 The more vulnerable the pop-
ulation, the more the data subject’s autonomy diminishes. Some research-
ers have observed that individuals in refugee camps virtually never deny da-
ta if they believe providing it might facilitate access to needed services. For 
this reason data protection offices within major NGOs, including the Red 
Cross, have signaled a desire to move away from informed consent entire-
ly.24  
 
Privacy Law. 
 In response to the exponential growth of individual data being col-
lected each year, governments around the world are passing new privacy 
laws. These laws seek to protect an individual right to privacy. The most in-
fluential such law in the world today is the European Union’s General Data 
Protection Regulation (GDPR), which came into effect in 2018. The GDPR 
is a far-reaching security and privacy law governing the personal data of 
EU citizens and residents. It outlines individual privacy rights, consent 
processes, data protection principles, security expectations, allowable pro-
cessing uses, and accountability frameworks.25,26 A notable provision is the 
“right to be forgotten,” which empowers individuals to request that entities 
holding their data dispose of it. Many countries have adopted the GDPR as 
a template for national data protection laws passed since 2018, including 
Uganda’s 2019 Data Protection and Privacy Act and Kenya’s 2019 Data Pro-
tection Act.27,28 
 Data protection laws passed in HIC counties, like the GDPR, are un-
derpinned by cultural values such as individual autonomy. Some have ques-



 

 

10 

tioned how well these adapt to non-Western cultures. Alternative frame-
works are being proposed that acknowledge the importance of collective 
identities in many cultures.29 Some are based on collective value principles 
like Umoja (unity), Ujima (collective work and responsibility), and Ujamaa 
(cooperative economics).5 Others propose systems for distributing data 
rights back to community stakeholders, such as through establishing local 
cooperatives or by licensing certain exclusive rights to local community ac-
tors.2 Such alternative frameworks are only recently emerging. 
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Funders 

 The entity financing research may be referred to as a funder, donor, 
or sponsor. Each connotes different relational terms between the entities 
providing financial resources and the entities receiving them. Data rights 
tend to be most clearly defined in commercially sponsored research, where 
trade secrets and copyright may be shared between the sponsor and re-
searchers (either individual or institutional) or contractually ceded by one 
of these parties to another.15 Aside from commercially sponsored research, 
there is high variation in what type of data rights the financing entity is un-
derstood to have and how such rights are exercised. In the following sec-
tion, all types of financing entities are referred to as “funders” unless other-
wise specified. 
 
Formal and Informal Data Requests. 
 Funders exert control over research data in the sense that they have 
the option of withholding or discontinuing funding if their expectations 
about research data are unmet. Sometimes funder data rights are explicitly 
defined in contracts, such as terms and conditions of award. One contem-
porary example is the National Institute of Health’s new Policy for Data 
Management and Sharing, coming into effect January 2023.30 This policy re-
quires the submission of a Data Management and Sharing Plan for all ex-
tramural awards and contracts. The plan must address an expectation that 
researchers “maximize appropriate data sharing.” This push towards great-
er data sharing in HIC scientific research communities is a response to ris-
ing concerns about reproducibility, the open science movement, and a re-
conceptualization of data as public goods.31,32 
 Funders can also make less formal data requests. This frequently oc-
curs in the international aid and development sector as part of monitoring 
and evaluation. The United Nations, Red Cross, Oxfam, and other NGOs 
often request aggregate (or summary) research data; requests for individual 
level data (both identifiable and de-identified) are less frequent. These re-
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quests might be to ensure funding is being spent as intended or for 
“evidence-based decision making” about continuing certain projects. The 
push towards increasing funder data access is related to corruption con-
cerns and cost-justification for funder oversight bodies.14   
 
Funder Power. 
 Whether they occur formally or informally, it can be difficult to push 
back on funder data requests. While the policy acknowledges there are val-
id exceptions and limitations to data sharing, the NIH has signaled that da-
ta sharing behavior will increasingly be factored into future award deci-
sions.33 Several other funders have stated they intend to adopt similar ap-
proaches.34 In one study “[m]ultiple humanitarian interviewees raised the 
possibility of ‘changed’ or constrained relationships with donors that could 
result if they denied a request for data.” More established organizations 
with longer-lasting funder relationships have more agency to negotiate data 
requests, but these are disproportionately founded and based in HIC coun-
tries. Newer local organizations doing the same kinds of work in LMIC 
contexts are unlikely to have the same advantage.14  
 The amount of control funders exercise over data has drawn scrutiny. 
In one extreme example, a close relationship between the Gates Foundation 
and the University of Washington’s Institute for Health Metrics and Evalu-
ation (IHME) has been perceived by some as shielding the latter from scru-
tiny of its data quality and statistical approaches. Some global health actors 
have expressed reluctance to criticize or challenge the IHME for fear of un-
favorable funding outcomes for their own work.9,35 Even data without quali-
ty concerns can be used in ways that negatively impact the people and com-
munities who provided it or whom it is about. In their data rights position 
statement, Nexleaf Analytics goes so far as to say data should never be used 
punitively.36 They assert that decisions to continue, scale up, or stop fund-
ing should be decoupled from project data, to avoid incentivizing specific 
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outcomes over accurate data collection.4 Funder data requests place addi-
tional burdens on researchers which are borne unequally by researchers in 
higher- and lower- resource contexts. Some requests may be inappropri-
ate.14  
 Funder power is not absolute. Funders rely on implementing re-
searchers and organizations for critical components of the research infra-
structure like data collection and statistical analysis. Those funders who 
have internal expertise don’t have it at scale to support their full portfolios. 
In global health, they also rely on local governments for access to data sub-
jects (though it should be noted jurisdictions are not always recognized in 
practice). These dependencies create opportunities to push back against 
funder data requests. Disruptions to existing power dynamics have been 
proposed. At one panel hosted during the 76th UN General Assembly, pan-
elists proposed that researchers treat national ministries of health (not the 
funder) as their primary client, and that national governments contribute a 
higher percentage of research budgets. “If the ministry of health has even… 
ten percent in that project, then they have some leverage and they have a 
say in how the money should be spent.”8 
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Nations 

Data Sovereignty. 
 “Data is knowledge, is power, is money.”4 Countries increasingly view 
data generated by, in, or about them as a national resource.37,38 If data colo-
nialism describes the extractive and exploitative practices of a HIC institu-
tion removing data from an LMIC context, some believe its antonym is data 
sovereignty. Data sovereignty refers to keeping data generated in or from a 
nation within its domestic legal and regulatory landscape, which implies 
keeping data on technology resources geographically inside national juris-
diction.4,12 This is a subject of increasing attention as cloud computing be-
comes the predominant mode of information storage.39 If research data is 
kept in a cloud storage platform for which a HIC institution holds the li-
cense, the physical server(s) storing data are almost always located in the 
same HIC. DukeBox, for example, stores data on the Box corporation’s 
North American servers. 
 
Resources and Capacity. 
 Justifications for storing data outside the country where it was gener-
ated may reference insufficient local resource capacity.40 HIC based re-
searchers or oversight bodies like IRBs may raise concerns over the resili-
ence and security of LMIC technology solutions. However, greater financial 
resources do not protect HIC institutions from breaches. Most high-profile 
cybersecurity attacks on health data have HIC targets, such as the 2017 at-
tack against UK’s NHS and the 2022 attack on the Red Cross.41,42 HIC insti-
tutions are more attractive targets for cyber threats due to the volume of 
valuable data concentrated within them.  
 Resource differentials are themselves intimately connected to coloni-
al legacies.6 Others have pointed out that relying on HIC technology re-
sources creates a chilling effect on local innovation in LMICs, which exac-
erbates existing resource inequalities.9,43 Focus on the resource gap has it-
self been criticized as advancing “deficit narratives” that do not serve 
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LMIC stakeholders. ‘In anchoring narratives around these concerns [about 
insufficient technological resources and data knowledge/training] — which 
are not unique to Africa and do not capture the full scope of its people’s ex-
periences — the strength, agency, and scientific and cultural contributions 
of communities within the continent are minimized. Community norms, 
values, and traditions are overlooked, and policies and practice around im-
proving data sharing focus on “fixing” the continent’s problems.’29 
 
Indigenous Data Governance.  
 The Indigenous data sovereignty movement gained widespread atten-
tion in 2016 with the publication of Indigenous Data Sovereignty: Toward an 
agenda.44 Indigenous data sovereignty refers to “the right of Indigenous 
Peoples to own, control, access and possess data that derive from them, and 
which pertain to their members, knowledge systems, customs or territo-
ries.”45 Indigenous data governance, a related concept, is concerned with 
data governance policies and practices within both Indigenous communi-
ties and external institutions stewarding Indigenous data. Emphasis is 
placed on decision-making power over data belonging to the Indigenous 
Peoples from which data were derived.46  
 Various advocacy networks for Indigenous data rights exist within 
HICs. In 2019, the Global Indigenous Data Alliance (GIDA) was founded to 
unite their efforts and advance Indigenous control of Indigenous Data in 
the realms of data sovereignty and governance globally.47 The CARE Princi-
ples for Indigenous Data Governance resulted from a 2018 collaborative 
workshop attended by many GIDA members.48 Advocacy efforts by the 
United States Indigenous Data Sovereignty Network (USIDSN) have gained 
the attention of policymakers. Their work spurred supplementary guidance 
to the NIH Policy for Data Management and Sharing for American Indian/
Alaska Native participant data that recognizes these communities’ wishes 
to “mange, preserve, and share their own data.”49 
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 Indigenous data rights work has been at the forefront of reconceptu-
alizing legal and ethical bases for data rights at the national level. The defi-
nition of Indigenous data does not only include human subjects data about 
Indigenous Peoples, but also data about their resources and environments 
and data about nations.50 As USIDSN notes, data sovereignty in this context 
is conceptualized differently than in the mainstream. Here data sovereignty 
and associated rights are derived from the data provider(s): “When data are 
collected from the people and communities of an Indigenous nation, the 
data come under the control of that Indigenous nation.”51 The United Na-
tions Declaration on the Rights of Indigenous Peoples (UNDRIP) is cited as 
an international legal basis for work in Indigenous data sovereignty and 
governance. 
 
 

 



 

 

17 

Communities 

 Boundaries delineating a “community” can be drawn in an infinite 
number of ways. A community may be defined by persons sharing a geo-
graphic region, gender, race, ethnicity, tribe, religion, cultural identity, or 
other characteristics or combinations thereof. For purposes of this land-
scape analysis, we use “community” in a broad way to discuss collective 
rights that differ from the national rights (usually exercised by political ac-
tors like governments) discussed above. 
 
Data equity in the US. 
 Within the United States, 
there is increasing attention to 
data equity for minority and/or 
marginalized populations among 
those conducting community-
engaged research. These include 
interrogations of the ways re-
search is carried out, how data is 
generated and understood, and 
how work done with that data im-
pacts communities.52  
 Taking a broad view of the 
research lifecycle, community 
stakeholders may have less in-
volvement and influence than 
other stakeholders even in areas 
where they are the ones best posi-
tioned to understand, interpret, and 
assess impacts. One report considering researcher, funder, and community 
stakeholder relationships asks: “What if the structures we use to find what 
works to improve communities is[sic] negatively impacted by the same 

Figure C. The inequities wheel. (From Chicago Beyond, 2018). 
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power dynamics that have propped up those systemic injustices?”53 It 
breaks this question down into “seven inequities held in place by power”: 
access, information, validity, ownership, value, accountability, and author-
ship (see Figure C). Another report guides researchers to reflect on racial bi-
as and equity in five stages of research: landscape assessment, study design 
and data collection, data analysis, and dissemination.54 Like the first, it illu-
minates how internalized racial biases shape research on numerous levels.  
 In resources that focus on data systems specifically, the spotlights on 
community stakeholder input and impacts remain. A report on racial equity 
in data integrations examines how racial equity can be pursued throughout 
the data life cycle, including planning, collection, access, processing, analy-
sis, and dissemination. Considerations of benefits and harms arising from 
data recur as each life cycle stage is discussed. The report also encourages 
“inclusive participatory governance around access and use,” though it does 
not explore what this might look like.55 Another report articulates eleven 
different “drivers” of data systems and how they influence effective com-
munity engagement. Examples are organized into six data systems arche-
types, ranging from least to most effective at facilitating greater equity.23 In 
addition to themes of community exclusion and unequitable impacts, these 
resources cite biased data as both a cause and product of an unequitable re-
search apparatus.  
 These resources all highlight how the important context community 
stakeholders bring to research is often undervalued. Community members 
are well positioned to understand what questions and programs are most 
relevant to their communities (the planning stage) and to interpret data 
about them (analysis, dissemination, and implementation), yet they often 
have less say than funders or external researchers in shaping research pro-
jects and outputs. As a result, they have limited power over how they will 
be impacted by the research they collaboratively conduct. Communities 
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that wish to work independently with data face a number of barriers, which 
might include: poor metadata obfuscating what data are available, opaque 
avenues for requesting access, costs associated with data access and use, 
and third-party contractors owning or controlling data.55 
 
Data equity beyond the US. 
 Barriers to working unilaterally with data certainly exist in communi-
ties outside the US. One group called Imarisha Naivasha, comprised of 
stakeholders in environmental resources around Lake Naivasha in Kenya, 
often participates in generating data about their region but reports routine-
ly being denied access or facing cost-prohibitive barriers to accessing that 
data.4 The authors of one fictitious vignette set in Africa imagine how an 
NGO sharing data generated in a community of minority ethnic group 
members can have negative effects: first, by publishing results that indi-
rectly identify minority group members, and second, by sharing study data 
with the national government only instead of also with the community.29 
Such reports suggest a need for greater data sharing back to communities 
who are providing research data. As one data handbook states, “[w]ithout 
the data being made ‘open’ and accessible to [data providers], their infor-
mation channels about what is happening in their communities might be 
severely limited… [P]roviding them with proactive access to information is a 
crucial step towards empowering them to make their opinions known.”56  
 However, making data available to communities may not be as simple 
as it sounds. Working with research data directly requires specific 
knowledge and skills, and today commonly involves finding, acquiring, pro-
cessing, and interpreting electronic data files. Competency in tasks such as 
locating data within an online data repository and processing a data file us-
ing specialized software varies hugely across and within communities—
local research partners are more likely to have these competencies than a 
community leader among the study population, for example. Making data 
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meaningfully available to those outside the research enterprise requires the 
research team to engage in acts of data translation, transformation, and 
communication. Mechanisms such as data walks and community advisory 
boards can bridge this gap.57,58 These obstacles may be compounded by oth-
er community characteristics like low literacy rates, socio-economic disad-
vantages, and rural/less accessible geographic location.  
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How Rights and Impacts Intersect 

All the above considerations come into play in research data governance. 
These considerations interact to reveal synergies and deeper complexities, 
including: 
 

▶ Shared equity considerations across fields and sectors. 
Equity is framed in terms of ownership and impact when talking about 
indigenous data rights, community-engaged research in the US, and 
HIC-LMIC global health research collaborations. Control over, access 
to, and ability to benefit from data (or at least avoid harm arising from 
it) disproportionately rests with the stakeholders who occupy a place 
of structural power.  

 
▶ Similar losses from community and national exclusions. 

LMIC-based stakeholders (researchers, institutions, governments, and 
communities), minority community stakeholders, and Indigenous Peo-
ples alike provide valuable context at every stage of the research data 
life cycle. When their voices and influence are secondary to those of 
the HIC-based researcher or institution, projects risk asking the 
wrong questions, making unjustified assumptions, misinterpreting da-
ta, and making harmful decisions disproportionately borne by the peo-
ple and communities being studied.  

 
▶ Heterogenous rights and impacts within countries. 

Countries are not monoliths. In an international research collabora-
tion, each country represents a plurality of stakeholders whose inter-
ests might intersect or diverge to varying degrees. For example, sexual, 
gender, or ethnic minorities might face persecution from their com-
munities or governments. How should a HIC-based researcher study-
ing such a population navigate discussions about data ownership, ac-
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cess, and use with a local community? A collaborating local institu-
tion? The national ministry of health?59  

 
▶ Tensions with incentive structures for HIC-based researchers. 

One proposal elevating data sovereignty is to leverage a country’s ex-
isting data infrastructures for research—for example, by storing data 
within a national ministry of health’s information system.4 HIC-based 
researchers might have reservations about this approach, such as get-
ting “scooped” for publication when other scholars access the system, 
losing access if the system owner terminates collaboration, or techno-
logical challenges causing work interruptions. HIC-based researchers 
may also be wary of being caught between data expectations from HIC 
actors (their own institution’s policies, data sharing expectations from 
funders and journals) and LMIC actors (LMIC institutional policies, 
governmental or regulatory bodies) without clear resolution pathways.   
 

▶ Misalignment of approaches with cultural values. 
Approaches like informed consent and confidentiality safeguards have 
their roots in culturally Western values like individual autonomy and 
privacy. When these values do not translate to other cultural contexts 
one-to-one, approaches predicated on them may encounter some de-
gree of friction. The same may be said of open data and data sharing. 
One scholar asks: “Should the African continent aspire to develop its 
own data sharing policies and initiatives grounded in its distinct val-
ues, context, and communal culture? This perspective takes data shar-
ing challenges beyond the financial and technological realms and sug-
gests the need for a fundamental rethinking.”29 Others have pointed 
out manifold complications and difficulties arising from pushing for 
open data in Africa without considering local research environments.60 
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Appendix: Principles and Frameworks 

FAIR Principles.61 
 
The FAIR Principles support increased re-use of research data. They articu-
late what qualities optimize data for re-use. There are four FAIR Principles: 
Findability, Accessibility, Interoperability, and Reuse. These principles 
“emphasise machine-actionability” and the encoding of data and associated 
metadata in machine-readable forms. In scientific research communities, 
the FAIR Principles are central to ongoing movements towards open data, 
reuse, and reproducibility. 
 
CARE Principles.48 
The CARE Principles for Indigenous 
Data Governance support “Indigenous 
Peoples’ ability to exercise their indi-
vidual and collective rights to self-
determination.” They articulate what 
qualities of human engagement with 
data support this end. There are four 
CARE Principles: Collective Benefit, 
Authority to Control, Responsibility, and 
Ethics. These principles are “people and purpose-oriented.” The CARE 
Principles are central to ongoing movements towards restoring data rights 
to Indigenous Peoples and communities and have been implemented across 
a variety of research disciplines.  
 
Data Equity Framework.62 
The Data Equity Framework is a systematic process for examining data 
projects through an equity lens. It articulates 7 stages of a project: Funding, 
Motivation, Project Design, Data Collection & Sourcing, Analysis, Interpre-
tation, and Communication & Distribution.  

Figure D. CARE Principles logo. 
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This framework “allow(s) [individuals] to identify and understand each 
place in [their] work where [they] are embedding a worldview or prioritizing 
a lived experience.” The Data Equity Framework is published by the We All 
Count Project for Equity in Data Science. 

 
Data Ethics Canvas.63 
The Data Ethics Canvas is a tool that “provides a framework to develop 
ethical guidance that suits any context”. It considers data ethics in 3 stages: 
stewarding data (collecting, maintaining, and sharing it); creating infor-
mation from data; and decisions about how to act upon data. The canvas ar-
ticulates questions in 10 domains, including: data provenance, data rights, 
limitations in data sources, ethical and legislative contexts, purpose, posi-
tive and negative effects, and engagement. The Data Ethics Canvas is pub-
lished by the Open Data Institute. 
 

Figure E. The Data Equity Framework (from We All Count). 
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Principles for Advancing Equitable Data Practice.64 
The Principles for Advancing Equitable Data Practice is a brief whitepaper 
that applies the three Belmont Report principles of beneficence, respect for 
persons, and justice to research data practices. It provides examples of ap-
plying these principles in four data lifecycle stages: acquisition, processing 
and analysis, dissemination, and disposition. Principles for Advancing Eq-
uitable Data Practice is published by the Urban Institute. 
 
CIE Data Equity Framework.23 
The Community Information Exchange (CIE) Data Equity Framework is a 
tool designed to “guide institutions away from systems that perpetuate 
harmful practices and towards anti-racist systems that empower communi-
ties.” It considers the nature of institution-community engagement in areas 
such as data use, community or individual awareness and involvement, and 
accountability. It categorizes data systems into 6 design types: predatory 
engagement, passive engagement, savior-designed engagement, ally-
designed engagement, equity-empowered engagement, and liberatory mod-
el. These systems are described in terms of 11 “drivers,” or elements that 
comprise the data system. Examples of drivers include system design & 
governance, informed consent, data stewardship, technology, and security. 
The CIE Data Equity Framework is published by 211/CIE® San Diego. 
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